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ABSTRACT 
In recent years, there has been increased use of electronic healthcare (e-health) in developing 
countries. E-health can contribute immensely to addressing the myriad of health challenges 
facing these countries (e.g., extending geographic access to care, improving management of 
health information). The emergence of e-health, however, has raised individuals’ concerns 
about personal health information (PHI) privacy, being often identified as a key barrier to the 
successful implementation of e-health. To ensure the sustained growth and development of e-
health in developing countries it is important to understand and respond appropriately to 
individuals’ concerns regarding the electronic storage, use and communication of PHI as well 
as the factors driving these concerns.  
This paper reports on a study which seeks to address the above research problem by 
developing and examining a model of key determinants of individual PHI privacy concerns in 
developing countries. More specifically, the study examines a model of the impacts of 
individual characteristics such as gender, individual experiences such as computer 
experience, and individual beliefs such as trust in e-health systems and trust in health services 
providers, on PHI privacy concerns. A survey study which tests the proposed model in the 
healthcare setting of Ghana, a Sub-Saharan African nation, is outlined. Implications for 
research and practice are also discussed. 
Keywords: privacy concerns, e-health, personal health information, healthcare, developing 
countries 
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INTRODUCTION 
In recent years, there has been widespread use of ICTs in support of health services in both 
developed and developing countries (World Health Organization [WHO], 2016). The social 
and individual benefits of digitizing healthcare are considerable, especially for developing 
countries which are plagued by a myriad of health problems. These benefits include 
extending access to care to rural communities, and the efficient collection and management of 
health information to address epidemics such as HIV/AIDS and tuberculosis.  
However, as personal health information (PHI) is digitized and shared by various 
stakeholders for diverse purposes, the risks to the loss of PHI privacy increase (Fichman et 
al., 2011). This problem is compounded by the susceptibility of electronically stored PHI to 
criminal attacks (e.g., hacking) and the ease with which opportunistic activities related to PHI 
(e.g., sharing PHI with third parties) can be carried out by stakeholders entrusted with the 
protection of individuals’ PHI. Lending support to this, a recent study by Ponemon Institute 
(2016) found that criminal attacks and malicious insiders represent the main sources of PHI 
privacy breaches. Therefore, even in developed countries where e-health has matured, 
concerns about PHI privacy have heightened and represent a barrier to the sustained growth 
of e-health (Kenny & Connolly, 2016).  
In developing countries, e-health is relatively nascent (Lewis et al., 2012). However, a few 
case studies in some countries (e.g., Ghana) also indicate concerns among individuals 
regarding the security and privacy of PHI with the introduction of e-health systems (Bedeley 
& Palvia, 2014; Willyard, 2010). This perhaps is not surprising as in the traditional healthcare 
environment in developing countries, studies show that some individuals hide their 
infections, especially those related to stigmatized diseases, and even avoid needed healthcare 
due to the fear that others will learn about their illness (Kwansa, 2013). 
Quite recently, general concerns about online privacy are said to have increased in Africa and 
lack of trust in the Internet is keeping people from using online services including e-
commerce1. The successful implementation and operation of most e-health systems (e.g., 
electronic health record systems) depend on the availability of patient information (Li & Slee, 
2014). Individuals’ willingness to disclose and allow their PHI to be stored in an electronic 
                                                 
1 Data privacy: new global survey reveals growing internet anxiety: 
http://unctad.org/en/pages/newsdetails.aspx?OriginalVersionID=1719 Retrieved 20 September, 2018 
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format is thus critical to the success of e-health (Bansal et al., 2010). Therefore, as 
developing countries migrate to e-health systems it has become imperative to understand 
individuals’ concerns about the privacy of digitized PHI and the factors driving these 
concerns. Toward this end, this study addresses the following questions: 
1) What is the extent of PHI privacy concerns among individuals in developing 
countries? 
2) What factors influence PHI privacy concerns among individuals in developing 
countries? 
Addressing the above questions are important as scant research has focused on examining the 
antecedents of PHI privacy concerns (Kenny & Connolly, 2016). More importantly, the 
available research has been conducted mostly in developed countries producing findings that 
may not generalize readily to the context of developing countries (Bélanger & Crossler, 
2011). One important factor may be the difference in digital experience between respondents 
from developed and developing countries. Several studies (e.g., International 
Telecommunication Union [ITU], 2016, 2017; Pew Research Center [PRC], 2015) show that 
most individuals in developed countries have greater digital experience compared with their 
counterparts in developing countries where the digital divide and gender digital gap still exist. 
It is thus possible that concerns about PHI privacy in digital environments and the factors 
driving these concerns may be different between developed and developing countries. 
By examining the drivers of PHI privacy concerns among an understudied population—
individuals in developing countries, this study responds to calls to study antecedents of PHI 
privacy concerns (Kenny & Connolly, 2016), and to extend the geographic boundaries of IS 
privacy research (Bélanger & Crossler, 2011).  The study is expected to provide a 
comprehensive understanding of privacy concerns among individuals in developing countries 
in relation to the collection, storage and use of PHI in e-health systems. Additionally, the 
study aims to shed light on factors that are significant predictors of PHI privacy concerns in 
these settings. The study also is expected to contribute to our understanding as to whether the 
digital divide and gender digital gap in developing countries impact the privacy perceptions 
of individuals in these countries.  
The rest of the paper is organized as follows. The immediately following section reviews 
extant IS privacy research to identify antecedents to PHI privacy concerns relevant to the 
context of the current study. Next, the theoretical background, research model, and 
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hypotheses are presented. Subsequently, we describe the research method and analysis 
technique for testing the proposed research model. Finally, we present the expected 
contributions of the study. 
LITERATURE REVIEW 
Privacy concerns have severally been conceptualized and measured in the IS literature. 
However, the definition by Smith et al. (1996) which emphasizes individuals’ worry and 
anxiety regarding organizational practices related to the collection and use of their personal 
information is commonly used by researchers. According to the authors, individuals’ 
concerns about privacy reflect four dimensions: collection, secondary use, errors and 
unauthorized access. The corresponding Concern for Information Privacy (CFIP) measure 
which the authors developed is often used and may be considered as the de facto measure of 
information privacy concerns (Bélanger & Crossler, 2011). 
To date, most IS privacy studies conducted in the healthcare context have examined the 
impact of privacy concerns on behavior-related variables such as willingness to disclose PHI 
(Anderson & Agarwal, 2011). This study focuses on the factors that influence individuals’ 
concerns about their PHI. Adapting the definition by Smith et al. (1996) to the healthcare 
context, we define PHI privacy concerns as “individuals’ concerns regarding healthcare 
organizations’ practices related to the collection, storage and use of their PHI”.  
ANTECEDENTS TO PHI PRIVACY CONCERNS 
Several factors have been studied as antecedents to privacy concerns, including studies 
conducted in the healthcare context. According to Smith et al. (2011), the influential 
antecedents of privacy concerns will be largely determined by the context of the study. As 
such, in Table 1, we present some of the commonly studied antecedents which are most 
relevant given the IS domain (healthcare) and geographic context (developing country) that is 
the focus of this study. These antecedents, though not exhaustive, are an initial attempt to 
understand the predictors of PHI privacy concerns in developing countries. 
In the healthcare context, several studies show that health status, healthcare need, and 
perceived health information sensitivity are important factors in influencing individuals’ PHI 
privacy concerns (Bansal et al., 2010; Kenny & Connolly, 2016; Laric et al., 2009). Among 
these three factors, health status has received considerable empirical support as a significant 
antecedent to individuals’ PHI privacy concerns and their willingness to disclose PHI 
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(Esmaeilzadeh, 2018; Flynn et al. 2003). Consequently, in addition to the antecedents in 
Table 1, we will examine the impact of health status on PHI privacy concerns.  
Table 1: Antecedents to PHI Privacy Concerns 
Factor 
Findings (IS in 
general) 
Findings (Healthcare) 
Relevant to Current 
study? 
Gender 
Females express greater 
privacy concerns 
(Joinson et al., 2010). 
Females express greater 
PHI privacy concerns 
(Laric et al., 2009). 
YES. Influence of gender 




Age has a positive 
influence on privacy 
concerns (Joinson et al., 
2010) 
PHI privacy concerns 
increase with age 
(Esmaeilzadeh, 2018; 
Laric et al., 2009) 
YES. Several studies 
support the influence of 
age on concern.  
Education 
Most studies found no 
significant influence on 




Papoutsi et al., 2015) 
YES. Education is likely 
to influence PHI privacy 





examined with mixed 
findings (Janda & Fair, 
2004; Yao & Zhang, 
2008).  
Computer experience 
reduces PHI privacy 
concerns in a single 
study (Perera et al., 
2011) 
YES. Given the digital 
divide in developing 
countries, computer 





Consistently found to 
increase concern (e.g., 
Smith et al., 1996) 
Examined in a single 
study which shows a 
significant positive effect 
(Bansal et al., 2010) 
YES. Positive influence 







concerns (Xu et al., 
2012) 
Reduces PHI privacy 
concerns (Ermakova et 
al., 2014) 
YES. Examined in a few 
studies and expected to 
affect concern. 
Risk beliefs 
Risk beliefs positively 
affect concern (Dinev & 
Hart, 2006) 
Examined in a single 
study which shows a 
significant positive effect 
(Kenny & Connolly, 
2016) 




Trust beliefs reduce 
privacy concerns (Pavlou 
et al., 2007) 
Examined in a few 
studies with mixed 
findings (Dinev et al., 
2016; Kenny & 
Connolly, 2016) 
YES. Trust beliefs will 
have positive effect on 
PHI privacy concern.  
 
Based on the review of prior IS privacy literature by Li (2011) and the classification of 
antecedents used in Kenny and Connolly (2016), we classify the individual factors 
influencing PHI privacy concerns as: (1) individual characteristics, (2) individual 
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experiences, and (3) individual perceptions. The proposed research model following this 
classification of the reviewed antecedents (Table 1) is provided in Figure 1. 
THEORETICAL BACKGROUND 
Reviewing prior IS privacy research, Li (2012) identified several theories that have been used 
to explain individual factors that influence information privacy concerns. This study draws 
mainly on the protection motivation theory (PMT) (Rogers, 1975). PMT helps to explain 
individuals’ behaviour when faced with threats. Threat in the current study’s context can be 
anything that causes exposure of an individual’s PHI. According to PMT, individuals use two 
cognitive processes of appraisal to cope with threats: threat appraisal, and coping appraisal. 
Threat appraisal includes an individual’s perception of the threat they face, its severity, and 
the likelihood of its occurrence. Coping appraisal, on the other hand, comprises an 
individual’s assessment of the efficacy of responses to a threat and his or her ability to 
perform the responses in mitigating the threat. 
 































































Computer Experience  Concern
Computer Experience:
Trust & risk beliefs regarding e-health
systems  Concern
Gender:
Trust & risk beliefs regarding e-health
systems  Concern
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In the IS privacy context, Li (2012) argues that threat and coping appraisals serve as the basis 
of individuals’ privacy concerns. According to the author, when individuals perceive threats 
to privacy of their information as severe and likely to occur, and they lack the ability to take 
effective preventive action to address the threat, they are likely to become concerned about 
providing information. On the other hand, individuals are less likely to be concerned about 
privacy and more willing to provide information when threats to privacy is highly unlikely, 
and they can cope with any threats that may exist.  
In the current study, threat appraisal is represented by two constructs: privacy experience 
and risk beliefs. Individuals who have suffered privacy breaches of their PHI in the past are 
likely to believe that such breaches may occur again in the future. Previous privacy 
experience thus represents individuals’ awareness/perception of threats to the privacy of their 
PHI. Risk includes individuals’ perceptions that potentially negative outcomes (e.g. loss of 
privacy of PHI) will result from disclosing PHI to healthcare providers where the disclosed 
PHI is stored and used electronically. In this study, we examine individuals risk beliefs 
regarding e-health systems and healthcare providers. The threat appraisal constructs are 
expected to increase PHI privacy concerns.  
Coping appraisal is represented by factors such as computer experience, effectiveness of 
government regulation, and trust beliefs (i.e. trust in healthcare providers and trust in e-health 
systems). We argue that the coping appraisal constructs enhance individuals’ abilities to cope 
with the risks facing their PHI as they alleviate their concerns and fears regarding the privacy 
of their PHI.  
As already highlighted in the introduction section, several studies show that digital divide and 
gender digital gaps still exist in developing countries (ITU 2016, 2017; PRC, 2015). A few 
people own computers (PRC, 2015) and about 75% of people in developing countries, 
especially in Africa, are not using the Internet (ITU, 2016). Also, according to ITU (2017), 
gender digital gap is wider in Africa compared to other regions in the world. The proportion 
of women using the Internet is 25% lower than the proportion of men using the Internet. In 
contrast, in the Americas, a higher percentage of women than men are using the Internet. 
Given the digital divide and gender digital gap, we argue that computer experience and 
gender will moderate the influence of trust and risk perceptions regarding e-health systems on 
PHI privacy concerns. We also expect gender to moderate the influence of computer 
experience on concerns.  
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The next section discusses the relationships in the proposed model in Figure 1 based on the 
theoretical foundation outlined above.  
RESEARCH MODEL AND HYPOTHESES 
Individual Characteristics  
Past research shows that gender has a significant influence on privacy concerns (Joinson et 
al., 2010). In these studies, females have consistently been found to express greater concerns 
about privacy of their personal information (e.g., Joinson et al., 2010; Laric et al., 2009). 
Women have been found also to express greater anxiety in using computers than men 
(Frenkel, 1990). Some studies further show that anxiety about computers and the Internet has 
a positive impact on privacy concerns (e.g., Li, 2014; Schwaig et al., 2013). Hence, the 
following is proposed:  
H1. Females will express greater PHI privacy concerns than males would.  
Similar to gender, several studies in the healthcare and other IS contexts have consistently 
found a positive relationship between age and privacy concerns (Esmaeilzadeh, 2018; Joinson 
et al., 2010). Some authors (e.g., Laric et al. 2009) suggest the relationship between age and 
privacy concerns may be due to the fact that younger individuals have fewer health problems, 
and therefore they do not pay much attention to issues related to their PHI privacy. Following 
past empirical findings, it is hypothesized:  
H2. Age will be positively related to PHI privacy concerns. 
Past research on the influence of education on privacy concerns reveal mixed findings. Some 
studies found that higher levels of education is associated with increased PHI privacy 
concerns (Papoutsi et al., 2015). However, most studies indicate a negative relationship 
between education and PHI privacy concerns (Esmaeilzadeh, 2018; Vodicka et al., 2013).  
The technology adoption literature shows that individuals with a higher level of education are 
early adopters of technological innovations such as personal computers (Dickerson & Gentry, 
1983). Studies in developing countries similarly show that most Internet users are those with 
secondary school education or higher (PRC, 2015).  The adoption of new IT innovations is 
said to entail risks including risk to personal information (Keith et al., 2015). Since 
individuals with higher education tend to like to try new technologies (Dickerson & Gentry, 
1983), it is likely that these individuals will be more willing to take on (or feel they can cope 
better with) technologies that have some risks associated with them such as e-health. As such, 
it is expected that higher educated individuals would have less privacy concerns, and those 
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with less education would have more concerns. Taken altogether and based on the findings in 
most studies, it is expected that: 
H3. Education will be inversely related to PHI privacy concerns. 
Individuals’ perceptions of their overall health condition (i.e., health status) has been well-
studied as an important antecedent to PHI privacy concerns. Two dominant positions have 
been argued in the literature. One position is that individuals with poor health will be less 
concerned about privacy due to the benefits of improved care through e-health and the 
support they can gain by disclosing their PHI to others. In support of this, Esmaeilzadeh 
(2018) found that individuals who perceived themselves as unhealthy and ill were less 
concerned about their physicians exchanging their PHI with other healthcare organizations.  
However, other studies have argued that individuals with poor health will be protective of 
their health information as they may have more sensitive information, the disclosure of which 
can result in negative consequences. For example, Flynn et al. (2003) found that individuals 
with mental health conditions expressed extremely high privacy concerns. Several studies 
(e.g., Kwansa, 2013) also show that some health conditions are heavily stigmatized in 
developing countries, especially in Africa. It is therefore reasoned that due to the negative 
consequences (e.g., loss of job or relationships) that can result from privacy breaches on PHI, 
individuals with poor health are likely to be more concerned about PHI privacy as they may 
have more sensitive health information, than those in good health. Hence: 
H4. Health status will be positively related to PHI privacy concerns. 
Individual Experiences 
This section discusses two antecedents to PHI privacy concerns related to individual 
experiences: Computer experience and previous privacy experience. 
Computer experience refers to general knowledge about using computers for any tasks 
including surfing the Internet. Computer experience has received scant attention in the 
healthcare context. One study found that computer experience reduces PHI privacy concerns 
(Perera et al., 2011). Other studies have found privacy concerns to be associated with 
anxieties toward computers and the Internet (Li, 2014; Schwaig et al., 2013). These anxieties, 
however, decrease with increased computer self-efficacy (Compeau & Higgins, 1995). Since 
increased computer use leads to individuals’ greater beliefs in their ability to use computers 
(i.e., higher computer self-efficacy) (Compeau & Higgins, 1995), it is expected that 
individuals with greater computer experience will express less anxieties about the electronic 
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storage and use of PHI due to their higher computer self-efficacy. Therefore, similar to the 
finding by Perera et al. (2011), we propose the following hypothesis: 
H5. Computer experience will be inversely related to PHI privacy concerns. 
Previous experience of privacy invasion is expected to sensitize individuals to the threats 
posed to the privacy of their PHI. Individuals who have suffered privacy breaches in the past 
are likely to believe that this will occur again, leading to their concerns about privacy. 
Lending support to this, several studies indicate that individuals who have experienced 
previous online privacy invasions express higher levels of online privacy concerns (Zviran, 
2008). For example, in the healthcare context, Bansal et al. (2010) found that past privacy 
breaches significantly increased PHI privacy concerns. From the past empirical findings, the 
following hypothesis is proposed: 
H6. Previous experience of privacy invasion will be positively related to PHI privacy 
concerns. 
Individual Perceptions 
Individuals’ perceptions regarding the effectiveness of regulations meant to protect personal 
information privacy have been shown to reduce privacy concerns in the context of location-
based services (Xu et al., 2012), and in the healthcare context (Ermakova et al., 2014). 
Regulations can give individuals a sense of control over their PHI as they establish the 
procedures for collection, use, storage and sharing of PHI by healthcare providers and other 
stakeholders. They also aim to deter non-compliance with these procedures through threat of 
punishment. They can also empower consumers with the ability to seek redress in case of 
privacy breaches on their PHI. It is expected that regulations that provide effective and 
reliable protection against privacy breaches on PHI will reduce individuals’ concerns 
regarding PHI privacy.  
H7. Perceived effectiveness of government regulation will be inversely related to PHI 
privacy concerns.  
Trust is an important construct often studied in IS privacy research. Trust reflects one’s 
willingness to assume the risks associated with the target of trust and behaviourally depend 
on the target to complete a task (Li et al., 2008). With the emergence of IT services, two 
important targets of trust are suggested for consideration by researchers: the entity providing 
a service, and the electronic medium through which the service is provided (Tan & Thoen, 
2000). In line with this suggestion, in the healthcare context, Dinev et al. (2016) argue that 
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trust includes both trust in the healthcare institution and trust in the health information 
system. Following the above recommendations, trust in healthcare providers and trust in e-
heath systems are considered in this study. 
Following past studies (Anderson & Agarwal, 2011), trust in e-health systems is defined as 
individuals’ beliefs that e-health systems offers a safe and reliable environment to conduct 
PHI-related transactions including storing, updating, and sharing of PHI. Dinev et al. (2016) 
found that trust in electronic health record reduces PHI privacy concerns. Similarly, trust in 
the electronic medium has also been found to influence consumers’ PHI disclosure intentions 
in a context where PHI is exchanged electronically by various healthcare stakeholders 
(Anderson & Agarwal, 2011). If individuals believe that e-health systems have the necessary 
components to facilitate the safe and reliable storage, use, and communication of PHI, they 
are likely to be less concerned about privacy of their digitized PHI. Thus, we hypothesize: 
H8. Trust in e-health systems will be inversely related to PHI privacy concerns.  
Trust in healthcare providers has yet to receive considerable attention in the healthcare 
context. Following past studies (Doney & Cannon, 1997), trust in healthcare providers 
reflects individuals’ willingness to depend on healthcare providers based on their belief that 
these providers will be honest and act in the individual’s best interest. Kenny and Connolly 
(2016) found that trust perceptions regarding health professionals reduce health information 
privacy concerns. When individuals trust that healthcare providers are honest and will act in 
their best interest they are likely to believe that their disclosed PHI will not be used 
opportunistically. This is expected to lead to reduced concerns about PHI privacy.  
H9. Trust in healthcare providers will be inversely related to PHI privacy concerns. 
Similar to trust, we examine individuals’ risk perceptions regarding e-health systems and 
healthcare providers. Individuals’ risk perceptions regarding e-health systems relate to their 
perceptions that high probability of PHI privacy loss is associated with the electronic storage, 
use, and communication of PHI. IT systems are vulnerable to criminal attacks (e.g., hacking) 
and they also facilitate opportunistic activities (e.g., selling or sharing of PHI) by 
organizations and their employees. Most privacy breaches on individuals PHI occur through 
these means (Ponemon Institute, 2016). Studies in other contexts show that risk beliefs 
regarding technology increase online privacy concerns (Dinev & Hart, 2006). If individuals 
believe negative outcomes will result from digitizing PHI, they may be more concerned about 
privacy of their PHI.  
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H10. Risk perceptions regarding e-health systems will be positively related to PHI 
privacy concerns.  
Risk perceptions regarding healthcare providers relate to individuals’ beliefs that there will be 
high probability of PHI privacy loss associated with providing healthcare providers with their 
PHI. Studies in developing countries show many individuals suffer various forms of abuse by 
healthcare providers including unauthorized disclosure of their sensitive PHI (Dapaah & 
Senah, 2016). If individuals suspect privacy of their PHI may be threatened by disclosing it to 
healthcare providers, they are likely to be more concerned about PHI privacy. Risk beliefs 
regarding health professionals have been found to increase PHI privacy concerns (Kenny & 
Connolly, 2016). The following hypothesis is thus proposed: 
H11. Risk perceptions regarding healthcare providers will be positively related to 
PHI privacy concerns.  
Moderating Role of Gender and Computer Experience 
The technology adoption literature shows that frequent computer users have higher computer 
self-efficacy (Compeau & Higgins, 1995). Individuals with higher computer self-efficacy 
experience less anxieties about using computers (Compeau & Higgins, 1995), and those with 
lower computer self-efficacy exhibit technology avoidance and anxiety (Dinev & Hart, 
2005). The IS privacy literature also shows that computer anxiety is positively related to 
information privacy concerns (Schwaig et al., 2013). Similarly, a positive correlation is 
reported between Internet anxiety and individuals’ privacy concerns about technology use 
(Li, 2014). 
Based on the above empirical findings, and the discussion on hypothesis H5, we expect 
individuals with greater computer experience to have fewer concerns about privacy of PHI 
stored in e-health systems. This is based on the reasoning that individuals with greater 
computer experience are likely to have higher computer self-efficacy which is expected to 
decrease their anxieties regarding the electronic storage and use of PHI.  
As discussed, a number of recent studies (e.g., ITU, 2016, 2017) indicate that males have 
greater computer and/or Internet experience than females in developing countries. Since 
increased computer use leads to higher computer self-efficacy (Compeau & Higgins, 1995), 
males are expected to have higher computer self-efficacy than females. Some studies have 
also shown that compared with men, women tend to experience higher anxiety in using 
computers (Frenkel, 1990). Taken altogether, it is expected that males will express fewer 
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concerns about privacy of digitized PHI as they are likely to have lower levels of anxiety 
toward the storage and use of PHI in e-health systems due to their higher computer self-
efficacy.  Gender is thus expected to moderate the hypothesized relationship between 
computer experience and PHI privacy concerns in H5. 
H12. The inverse influence of computer experience on PHI privacy concerns will be 
moderated by gender, such that the effect will be stronger for males. 
Aside from decreased technology anxiety (Compeau et al., 1999), individuals with high 
computer self-efficacy are also said to be more willing to try out new information 
technologies (Agarwal et al., 2000). Higher computer self-efficacy thus enables individuals to 
cope with the uncertainties and risks (including risk to their information) associated with 
adopting a new technology (Keith et al., 2015). In support of this, in the e-commerce context, 
consumers with high computer self-efficacy have been found to be less likely to avoid risky 
online shopping (Milne et al., 2009). Other self-efficacy beliefs have been found to influence 
trust and risks beliefs in diverse domains. For instance, Keith et al. (2015) found that mobile-
computing self-efficacy has a positive influence on users’ trust in mobile app venders and 
negative influence on perceived mobile-app risk. Kim and Kim (2005) also found that online 
transaction self-efficacy positively influences trust in a web vendor and negatively influences 
perceived risks regarding websites.  
From the observed relationship between self-efficacy, and trust and risk beliefs in other 
contexts, it is expected that individuals with greater computer experience and hence higher 
computer self-efficacy will have lower risk perceptions regarding e-health systems and 
increased trust in these systems. Hence we propose: 
H13a: The inverse influence of trust in e-health systems on PHI privacy concerns will 
be moderated by computer experience, such that the effect will be stronger for 
individuals with greater computer experience. 
H13b: The positive influence of risk perceptions regarding e-health systems on PHI 
privacy concerns will be moderated by computer experience, such that the 
effect will be stronger for individuals with less or no computer experience. 
As earlier argued, in developing countries, males are expected to have higher computer self-
efficacy than females as males in general use computers and/or the Internet more than 
females (ITU, 2016, 2017; PRC, 2015). Therefore, from the above discussion regarding the 
relationship between self-efficacy, trust and risk beliefs, we expect that males will have 
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greater trust in e-health systems and express lower risk perceptions regarding these systems 
due to their higher computer self-efficacy.  Hence: 
H14a: The inverse influence on trust in e-health systems and PHI privacy concerns 
will be moderated by gender, such that the effect will be stronger for males. 
H14b: The positive influence of risk perceptions regarding e-health systems on PHI 
privacy concerns will be moderated by gender, such that the effect will be 
stronger for females. 
RESEARCH METHOD 
The proposed model of the study will be tested using empirical data from Ghana. In recent 
years, healthcare providers in Ghana have introduced various e-health systems to support 
their operations. Despite the nascence of the e-health field in the country, Ghana is deemed to 
be one of the few African countries with the necessary infrastructure (including ICT) to 
implement an integrated e-health solution (International Institute of Communication and 
Development [IICD], 2014). Ghana thus represents a suitable context for this study.  
The survey method is adopted for data collection. The unit of analysis is the individual. 
Survey participants will include individuals (aged 18 years and older) living in Ghana who 
have visited (or may have occasion to visit) a healthcare provider for their healthcare needs. 
To improve diversity of the survey sample in terms of demographic characteristics and 
participants’ perceptions, participants will be recruited so as to ensure a spread across gender, 
age, and education groups. Toward this end, participants will be drawn from various settings 
including college campuses, hospitals, business/government organizations, and local 
neighbourhoods.  
Measurement items for the main constructs in the proposed model will be derived from 
existing validated measures (Dinev & Hart, 2006; Dinev et al., 2016; Hong & Thong, 2013; 
Smith et al., 1996) and adapted to the context of this study. Examples of the measurement 
items are provided in Appendix A. 
A description of e-health systems will be provided to ensure participants answer the survey 
with a common understanding of these systems. The questionnaire will be pilot tested to 
ensure that all survey instructions, the described technological context, and questionnaire 
items are well understood. Any necessary changes prompted by the pilot study will be made 
to the questionnaire design before the main survey. The data obtained from the actual survey 
will be statistically analyzed using the partial least squares structural equation modeling 
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(PLS-SEM) technique with the purpose of ascertaining the impact of the antecedents of PHI 
privacy concerns.  
EXPECTED CONTRIBUTIONS 
This study is expected to make several contributions to research. A key gap in the current 
literature lies with limited research examining antecedents of PHI privacy concerns (Kenny & 
Connolly, 2016). More studies are needed to clarify the nature and direction of the impact of 
certain antecedents such as health status and education on privacy concerns. There is also the 
need to extend the boundaries of current research examining the antecedents to PHI privacy 
concerns beyond developed countries to ensure increased generalizability of this research 
stream (Belanger & Crossler, 2011; Kenny & Connolly, 2016). By examining a broad range 
of antecedents in an understudied context of developing countries, this research will 
contribute to addressing the above gaps in the IS privacy literature. The study also expects to 
provide insights into whether and to what extent the digital divide and gender digital gap in 
developing countries contribute to privacy perceptions of individuals in these countries.  
Regarding practice, studies  show that privacy of individuals’ PHI is often overlooked in the 
development of e-health systems in developing countries (e.g., IICD, 2014; Policy 
Engagement Network [PEN], 2010). Developers of these systems are said to assume that 
individuals in developing countries do not care about privacy of their PHI as the risks of 
abuse of PHI are limited in these countries (PEN, 2010). It is hoped that this study will offer 
empirical evidence to challenge this assumption, and provide insights to governments and 
other stakeholders to encourage stringent regulations and policies requiring e-health systems 
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APPENDIX A: MEASUREMENT ITEMS 
Construct Examples of Measurement Items 
Health Status In general, how would you rate your overall health? 
Computer Experience How many years of experience do you have using computers? 
Previous Privacy 
Experience 
How frequently have you personally been a victim of what you 




I believe the privacy laws in Ghana would effectively govern how 
my PHI stored in e-health systems is used. 
Trust in E-health 
Systems 
E-health systems are safe environments in which to store PHI. 
Trust in Healthcare 
Providers 





In general, it would be risky to disclose my PHI to healthcare 
providers. 
PHI Privacy Concerns: 
Collection 
It bothers me when healthcare providers ask me for my PHI. 
PHI Privacy Concerns: 
Secondary Use 
When people disclose their PHI to healthcare providers to receive 
care, the healthcare providers should never use the information 
for any other purpose. 
PHI Privacy Concerns: 
Errors 
If healthcare providers store PHI in e-health systems, they should 
devote more time and effort to verifying the accuracy of the 
information. 
PHI Privacy Concerns: 
Unauthorized Access 
If healthcare providers store PHI in e-health systems, they should 
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